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Continuous Security....
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“Is a security solution that automates security across various
sources of security information.

Continuous security solutions provide real-time visibility into

an organisation’s security posture, constantly monitoring for

cyber threats, security misconfigurations, or other
vulnerabilities.”
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Continuous Security....

"security fails when it’s a special event”
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Continuous Security....

Unified Security Management Open Threat Exchange

Assess the ﬁ Find ‘ Respond to ‘ Investigate &
Network Threats Incidents Collaborate
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Find devices on your
network, what's installed
on them, & vulnerabilities

Automatically share anonymous
threat information with the OTX
community

Detect active threats & Analyze the threat & learn
exploits on your network how to remediate

Measure & Improve




Continuous Security....

U1V

Unified Threat Management
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Continuous Security....

automated
autonomous

continuous security is integrated
repeatable
scalable
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Continuous Security....

Skills
Authority
Accountability
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every team
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Continuous Security....

Is More Secure!
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How Continuous Security Works....

v’ Provides real-time visibility of users and their devices when they attempt
to connect to or work on an enterprise network.

v All device types may be monitored.

v The ability to constantly look over their network to stay one step ahead of
cyber threats.

v’ IT professionals can monitor and verify security and compliance
requirements regardless of whether data resides locally or in a

datacentre, virtual environment, or the cloud. f‘
‘ \




How do we achieve Continuous Security ?
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Continuous Security....

D
Traditional security only looks at one area at a time (‘@

Continuous security looks at all areas
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Continuous Security....

v' Rely on developers and testers more than security specialists.
v Secure while we work more than after we’re done.
v Implement features securely more than adding on security features.

v Mitigate risks more than fix bugs.
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Continuous Security....

AB Sensitive Data Exposure ]

[ A2 Broken Authentication and Session Management
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[ A4 Insecure Direct Object References

AT Missing Function Level Access Control J

—I AB Cross-Site WFWW!CSHF)J

A9 Using Components with Known Vulnerabilities ]

[ AS Security Misconfiguration
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Continuous Security....
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Continuous Security....

Deployment
Provisioning

Testing

Static analysis

Vulnerability mgmt
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Continuous Security....

absent
ad-hoc
gated

agile
continuous
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Continuous Security....

Exploitability Impact

INCCESS VECOT  ¢onfidentiality

+ Complexity .
Privilege Integrity

User Interaction Availability
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Continuous Security....

v' Rely on developers and testers more than security specialists.
v Secure while we work more than after we’re done.
v Implement features securely more than adding on security features.

v Mitigate risks more than fix bugs.



Continuous Security - Challenges

v' Not enough skilled resources — always an issue — and the problem
will become ever more acute!

v' Technical challenges, such as data integration issues,

v' Operational challenges, such as training staff to properly use the
tools,

v' Governance challenges, such as how to enforce reporting andf

compliance f‘@
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Continuous Security....

v' Is essential today because organisations depend on technology and data
to complete key business processes and transactions

v' Companies also have a greater number of independent contractors and

remote workers on staff, increasing their attack surface and adding
channels for data loss

v' Companies may have strict policies in place, but employees continue to
use applications and devices that are not approved and put data at risk.
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Thank you
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