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Security Challenges
Changing
Business Models 

Dynamic 
Threat Landscape

Complexity
and Fragmentation

54% of breaches remain 
undiscovered for months

60% data in breaches 
is stolen in hours

Security vendors 
for some customers45

Demand for 
security talent 12x

IOE

25%
increase in an 
organization’s 
cybersecurity risk 
due to IoE

CLOUD

times more cloud 
services are 
being used than 
known by IT

5-10



T
hr

ea
t 

C
en

tr
ic

 

SOC – What is Changing?
Events correlation Data analytics

Incident investigation Investigation & hunting

Consuming constituency data
+ Threat intelligence 

consumption

SIEM DB
The concepts of datamart and  

data lakes

Analyst Tasks Automation
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 Data sharing is SIEM centric SOC data bus

Creating SIEM rules Programing the requirements

Limited integration capabilities
Developing and consuming open 

APIs

Machine learning is for data 
scientists

Machine learning for everyone, i.e. 
Machine learning as a service

SOC – What is Changing?
Deterministic and statistical 

Analytics
+ Data science-centric analytics



What we see
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What we Usually See!

SIEM with built-in log 
mgmt and case mgmt

Structured data

Unstructured data

Events 
Sources

SIEM provider  
TI feed

SOC Analyst

Context Data

Vulnerability info
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Then a Number of Artifacts are Attached

Policies

Processes

Procedures

Operation

KT

Standard Use 
Cases

Support

Technology 
Design and Build

SIEM with built-in log 
mgmt and case mgmt

Structured data

Unstructured data

Events 
Sources

SIEM provider  
TI feed

SOC Analyst

Context Data

Vulnerability info



What we want to see
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NG SOC – Multi-Tenancy Ready

Access to log and alerts 
Portal

Case Mgmt and SLA/KPI Reporting 
Portal

Short term-data 
lake

Source A

Source B

Source C

Source D

Threat Intelligence 
(collection, correlation, 
scoring, enrichment, 

etc.)

Engineering Development Governance Service 
management

Long term-data 
lake

Top Level Analytics

ISE

FW

IPS

NetFlow Analytics

Local 
agencies

Foreign 
agencies

Social 
networksDark web

Private threat 
feeds

Public threat 
feeds

CERT(s) Major 
institutes

Case Mgmt

DPI

Packet capture Structured data

Unstructured data SOC 
Collaboration

Threat 
Researcher

SOC
Analyst

Service 
Consumer

Context Data

Vulnerability info

Threat
Hunter

Forensics Env
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NG SOC – Multi-Tenancy Ready

Access to log and alerts 
Portal

Case Mgmt and SLA/KPI Reporting 
Portal

Splunk/Elastic/Sol
r

Threat Intelligence 
(collection, correlation, 
scoring, enrichment, 

etc.)

Engineering Development Governance Service 
management

Hadoop

Top Level Analytics

ISE

FW

IPS

NetFlow Analytics

Case Mgmt

DPI

Packet capture Structured data

Unstructured data SOC 
Collaboration

Context Data

Vulnerability info

Local 
agencies

Foreign 
agencies

Social 
networksFlashpoint

Cisco  
ThreatGrid

Public threat 
feeds

CERT(s) Major 
institutes

Network 1

Network 2

Network 3

Network 4

Threat 
Researcher

SOC
Analyst

Service 
Consumer

Threat
Hunter

Forensics Env
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Structured Approach

Service Strategy

Service 
Capabilities
Assessment:

People
Systems
Network

Tools
Processes

High Level
Services 

Architecture

S
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Log Management Service

Security Monitoring Service

Incident Response Service

Threat Intelligence and Research Service

Vulnerability Management Service

Threat Hunting

Big Data Analytics

Active Defense

IR Program

Processes

Procedures

Pricing

SLAs

KPIs/KRIs

Outputs

Components

Inputs

Sources

Emergency IR

Threat Modelling
Use Cases

Plays

Architecture Principles
Conceptual Architecture

Logical Architecture
Physical Architecture

PLAN

DESIGN

Access to log and alerts 
Portal

Case Mgmt and SLA/KPI Reporting 
Portal

Splunk/Elastic/Sol
r

Threat Intelligence 
(collection, correlation, 

scoring, enrichment, 
etc.)

Engineering Development Governance Service 
management

Hadoop

Top Level Analytics

ISE

FW

IPS

NetFlow Analytics

Case Mgmt

DPI

Packet capture Structured data

Unstructured data SOC 
Collaboration

Context Data

Vulnerability info

Local 
agencies

Foreign 
agencies

Social 
networks

Flashpoint

Cisco  
ThreatGrid

Public threat 
feeds

CERT(s) Major 
institutes

Network 1

Network 2

Network 3

Network 4

Threat 
Researcher

SOC
Analyst

Service 
Consumer

Threat
Hunter

Forensics Env
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Automating the SOC Tasks

Plays optimization

Analysis and
Investigation

Reporting and KPIs

Case management

Enrichment

Adaptive Response

Automation
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Mapping Technologies and Products

Splunk

IncMan

Splunk

IGA

Turkish Airlines

ORG A

ORG B

ThreatQ

Engineering Development Governance Service 
management

Hadoop

Splunk + Spark

ISE

FW

IPS

Lancope

Local 
agencies

Foreign 
agencies

Social 
networksFlashpoint

Cisco 
ThreatGrid

Public threat 
feeds

CERT(s) Major 
institutes

IncMan

Bro

Packet capture Structured data

Unstructured data

Confluence

Threat 
Researcher

SOC
Analyst

Service 
Consumer

Context Data

Nexpose

Threat
Hunter

pxGrid Adaptive Network Control, API, etc.
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Mapping Technologies and Products

Splunk

IncMan

Splunk
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Turkish Airlines

ORG A

ORG B

ThreatQ

Engineering Development Governance Service 
management

Hadoop

Splunk + Spark

ISE

FW

IPS

Lancope

Local 
agencies
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Bro

Packet capture Structured data

Unstructured data
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Threat 
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SOC
Analyst

Service 
Consumer
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Threat
Hunter
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Demo



How to reach there?
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Plenty to Consider

SOC
Video wall

Secure 
Physical 
Access

Seating

Facilities

Infrastructure
Compute

Security

Network

Services

People

Processes

Time

SOC
IT Executives

Rest
of

Incident 
handling

Metrics

To
Mature

To
have

Capabilities
Events 

Collection

Vulnerability 
Management

DDoS
Handling

Flow 
Collection



Establishing a SOC – A 
Phased Methodology



Plan TransferOperateDesign Build

Phase 2

Service Strategy

Service 
Capabilities
Assessment:

People
Systems
Network

Tools
Processes

Knowledge
Transfer

Periodic
Assessments

Reporting
& Metrics

Implement
Service Levels
KRIs and KPIs

Implement
Service

Improvement
Programme

Feed into  
Management
Frameworks

Augmented
or Burst
Services

Facilities Design

Tools 
and

Technologies

Data Collection
Design

Infrastructure
Design

Use Cases

Services
Design

Services and
Components

Metrics
KRIs & KPIs

Service Levels

Collaboration
Flows

Facilities Build

Infrastructure

Tools

Staff
Recruitment,
Development
+ Retention

Processes
and Procedures 

Service Mgmt

Manuals and 
Runbooks

High Level
Services 

Architecture

Cisco’s Phased Methodology

Phase 1 Phase 3

Service
Transition



A typical SOC service catalogue…

Service Management

- Business Service 
Management

- IT Service Management
- Operations Management
- HR Management

Cyber Security Analytics

- Security Data Management
- Security Analytics

Platforms and Content

- Platform Development
- Platform Engineering
- Platform Operations
- Content Management

Security Incident Response

- Cyber Security Monitoring
- Cyber Security Investigation 

and Escalation
- Cyber Threat Hunting
- Cyber Security Incident 

Remediation
- Post-Incident Analysis

Cyber Threat Intelligence

- Intelligence Collection, Evaluation 
and Collation

- Intelligence Analysis
- Intelligence Production
- Intelligence Reporting and 

Communications



… but some SOCs can include a wider range 
of services

Service Management

- Security Service 
Provider Management

- Cloud Security Services 
Management

- Vendor Management

Compliance Management

- Policy and standards 
development

- Compliance scanning, 
validation and escalation

- Compliance reporting
- Audit and compliance support

Training and Testing

- Training Development
- Training Delivery
- Purple team and other 

testing services

Cyber Security Controls 
Management

- IAM
- Boundary control
- System and data integrity 

protections
- Cryptographic services
- Application security
- Others

Vulnerability Management

- Vulnerability Intelligence
- Vulnerability Scanning
- Vulnerability Escalation
- Vulnerability Remediation



The Team



Team Structure
Head of Cyber 
Security Center 

Threat & 
Intelligence

Vulnerability 
Management

Pen tester

Security 
intelligence 
manager

Threat hunter

Threat  and intel 
researcher

Intelligence 
officer

SOC manager

Tier 1

Analyst level 1

Tier 2

Analyst level 2

Tier 3

Investigator

Operation

Tools and 
platform 

administration

System 
administrator

SIEM 
administrator

Big data 
platforms 

administrator

Other platform 
administrators 

(TP case 
management, 

etc.)

Use case 
administrator

Incident 
management

Incident case 
manager

Emergency 
incident 

responder

Engineering and 
planning 
manager

Architect

Data scientist

Development & 
testing manager

Tools and scripts 
developer

Testing engineer

Services 
manager 

KPI & KRI 
management

Reporting

Communication

Governance & 
standards

InfoSec officer

Compliance 
assessor

Legal advisor

PMO



Predictive Analytics



Machine learning (ML) is the science of 
getting computers to act without being 
explicitly programmed!

Andrew Ng, Associate Professor, Stanford University



Feature = numeric 
representation of raw data



• Automated categorization of data, such 
identifying classified documents 

• Alert on suspicious activity gathering around a 
high value asset. For example, a classified 
asset is injected with malware, then logged into 
from a foreign IP, then proceeds to port scan 
the internal network

• Adaptive learning to automatically tune system 
for useful alerts

• Clustering information around specific 
attributes to identify behavioral anomalies

• Extrapolation of future threat behavior to 
reduce time to detect

Data Science-Centric 
Analytics (DSC)

• Unusual system changes such as from non-
standard administrator accounts or bulk 
changes at unexpected times

• Highlight abnormal levels of data export from 
critical systems

• Anomaly detection based on historical 
context (i.e. highlighting atypical behavior)

• Dynamic outlier detection independent of 
predefined thresholds

Statistical Rules-Based 
Analytics (SRB)

• Signature based detection
• Alerting when predefined thresholds are 

exceeded
• Identification of outbound communication 

to known C&C domains or IPs

• Mature method of analysis
• Covers a majority of known threats
• Fast detection

Deterministic Rules-Based 
Analytics (DRB)

Analytics Methods
Service Differentiator

Characteristics

Examples

Effort 
Required

• Creation of rules library based on current 
known threats

• Ongoing maintenance and tuning of rules 
library

• Manual tuning of statistical parameters to 
reduce false positives and false negatives

• Intimate knowledge of use cases and 
environmental data to create statistical 
models

• Automated tuning of model parameters to 
reduce false positives and false negatives

• Broad understanding of use cases and intimate 
understanding of environmental data



DBR – Example

TECSEC-3555

• Signature based detection
• Alerting when predefined thresholds are 

exceeded
• Identification of outbound communication 

to known C&C domains or IPs

• Mature method of analysis
• Covers a majority of known threats
• Fast detection

Deterministic Rules-Based 
Analytics (DRB)

• Creation of rules library based on current 
known threats

• Ongoing maintenance and tuning of rules 
library



SBR – Example

TECSEC-3555

• Unusual system changes such as from non-
standard administrator accounts or bulk 
changes at unexpected times

• Highlight abnormal levels of data export from 
critical systems

• Anomaly detection based on historical 
context (i.e. highlighting atypical behavior)

• Dynamic outlier detection independent of 
predefined thresholds

Statistical Rules-Based 
Analytics (SRB)

• Manual tuning of statistical parameters to 
reduce false positives and false negatives

• Intimate knowledge of use cases and 
environmental data to create statistical 
models



DSC – Example

TECSEC-3555

• Automated categorization of data, such 
identifying classified documents 

• Alert on suspicious activity gathering around a 
high value asset. For example, a classified 
asset is injected with malware, then logged into 
from a foreign IP, then proceeds to port scan 
the internal network

• Adaptive learning to automatically tune system 
for useful alerts

• Clustering information around specific 
attributes to identify behavioral anomalies

• Extrapolation of future threat behavior to 
reduce time to detect

Data Science-Centric 
Analytics (DSC)

• Automated tuning of model parameters to 
reduce false positives and false negatives

• Broad understanding of use cases and intimate 
understanding of environmental data



Demo




