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Saudi Electricity Co.
>60  Power Plant
>52  GW



Things to get out of this:. 

• What is Cyber Security for Industrial Control 
System?

• Controls Systems and OT

• Cyber Threats to the Critical Infrastructure 
Control Systems

• Cyber Security Complaisance 

• Critical infrastructure and Security Practices 



ICS in The News 



What is it all about?



Controls System Security = Safety + 
Reliability:.

• Typical ICS Topology 

• ICS security is a Mixture 
of cyber, Operational, 
and Industrial Protection 
practices that  results 
in a secure  system.
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What is the worst that can happen:.



Security Basics:.

• You are never Perfectly Safe, You are never 
Perfectly Secure.

• All software can be compromised

• Security vs. Practicality 

• The only Secure computer is a Disconnected, 
Powered off one with armed guards on the door. 
What use is there for such computer, and even 
then it is not perfectly secure. 



ICS Networks Drive and Risks:.
• Predictive maintenance, 

• Inventory

• Just in Time Manufacturing, 

• SAP/ERP Billing, 

• Production Planning

• Centralized Support 

• Etc…

• ICS must be connected to the corporate network that 
ultimately connects to the internet



Stuxnet:.

Created By: ????????

Targeted: Critical Industrial and 
Infrastructure

Propagation Method:   Network Shared Folders, USB Mass 
Storage Drives

Estimated Casualties: 100,000 – 300,000 infected 
machines.

Resulting Effect: Compromised Safety Systems



Threat Spectrum:. 
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Targeted Attacks:.
• Flame, DuQu, Night Dragon, Dragon 
Fly APT, Shamoon

• Trick users to provide info or 
provide a way of accessing the 
system

• Custom malware and RAT to create 
users or to escalate privileges.

• ICS security Guidance does not 
address Targeted Attacks



Safety, Reliability, Confidentiality:. 

Attribute Corporate IT Control Systems

Scale Large >100,000 devices Small 100-500 devices

Priority Confidentiality Safety, Reliability 

Objective Data Theft Sabotage

Exposure
Constant Exposure to the 
Internet

Exposed to Corporate IT

Equipment 
Lifecycle

3-5 Years 10-20 Years

Security 
Discipline

Speed / Aggressive Changes and 
stay ahead of the curve

Security is an aspect of 
Safety – Change control is 
important





Encryption:. 
• All traffic is clear Text

• Protect your perimeter 

• Once In, Concentrate on the Process  



Nobody Really Uses Anti-Viruses:.
• Every signature update is a threat of “false 
positives” failure mistakenly diagnosing legitimate 
control system components as malware and 
quarantining them.

• Constant testing for safety of new signatures is 
costly

• ICS vendors estimate 90% of customers never update 
ICS signatures

• Corporate AV servers are attack channels into every 
ICS Host

• NERC-CIP and other standards mandate AV & signature 
updates but not frequency. Sites use very long 
frequency 



Nobody Really Does Security Updates 
and Patches:.
• Updates are new Code. Is it safe?

• Constant testing for safety of new code is costly 

• Corporate WSUS servers are attack vectors into most of 
the ICS systems

• Security update programs may be rolled out to plant-
wide network

• Occasional spectacular failures effectively stall 
these programs at the ICS perimeter

• NERC-CIP & other standards mandate security update 
programs but not frequency sites use very long 
frequency. 



Control Systems in the Claude
• Control vendors use it to monitor many costumer 
sites

• The system is configured to do the occasional 
remote access and control 

• Exposed to attacks from the central site, customers 
or country 

• Remote control attacks, viruses propagation

• Vendor connection bypass the Corporate security 

• The systems security depends on the vendor’s 
implementation of security



> 100,000 Vulnerabilities

• Rough Potential vulnerabilities number 
calculation

50,000 * 2% * 10 * 3 * 5 * 0.75 = 112,500

• ICS security researchers confirm that they find 5-10 
critical zero-day in the first few hours of examining 
every new ICS product

• ICS vendors are working on the problem, but it will be a 
long time before it is solved



Compliance vs Security:.

• Security is doing what you need to, in 
order to Protect your systems

• Compliance is doing what somebody told 
you to do, whether it is useful or not.

• Does it Matter to have Standards?



Is Security Handled in the 
Standards?

•No security 
•Complexity 

•Redundancy 

•Diversity 



Application Control-WhiteListing:.

• Automatically maintain a list of all 
authorized executables and libraries

• Only allow recognized executables

• Zero days and early detection

• Include devices control capabilities

• In-memory protection

• Good fit for ICS

• No Signature to update

• Predictable execution cost



Physical Security:.

• Access Control

• Reduce risk of USB, CD/DVD R, Cell phone, 
networking, rogue laptops

• Entire ICS network must lie within 
physical security perimeter.

• Insider Threat



State of Practice:.

• Leaders: True Paranoia in dealing with ICS 
security

• Misguided: points of view between IT and ICS OT

• Oblivious: to the fact that “Air Gapped Systems” 
are NOT secure any more



Information Sharing:.
• Control Systems are complex, diverse, and control a huge 
number of IO’s

• Thinking like an Attacker, then how can these systems be 
attacked?

• Prompt sharing of information about attacks can prevent 
similar attacks

• Safe harbor laws to encourage information sharing

• This item will be more effective if attacks are detected 
promptly and have forensics teams and tools to analyze 
the attacks   



Compensating Measures:.

• Enhance Safety Systems (from Safety to Reliability Risk) *

• Physical Security (if the system is within your facility)

• Device Control (Disable execution Removable Media)

• Anomaly based Intrusion detection (would it fit?)

• Whitelisting (NO Signatures)

• Device Firewalls (Less code, less to misconfigure, Simple)

• SIEM Solution (a SOC Technology) detection measure.

• Unidirectional Gateways

• Segregating the OT and the IT



ICS Security :. Final thoughts
• Needs improvement

• Security = Safety + Reliability + Confidentiality + Integrity + 
Availability

• ICS internals will Never be as secure as IT

• ICS perimeter security shall be improved constantly 

• Communicating the Risk to management to invest in Cyber 
Security

• A lot of work is yet to be done  



> Thank you for Your 
Time



Unidirectional Gateways
• Segregate the Operations Network (Plant’s Network)

• Unidirectional Gateways (or any containment technology) should 
be the only way out of the Plant’s Network.

• Limit Site to Site threats using firewalls.

• Provide Isolation yet maintained a Centralized management 
architecture 

TX RX



Simpler is Better:.
• Install Device Firewalls without the extra bells 
and whistles = fewer bugs to deal with.

• Implementing Anomaly-Based Network Intrusion 
Detection. Learns what is normal and what is not.

• The use of Statistics-based traffic flow analysis

• Adopt the SIEM (Security Information & Event 
Management) to obtain SOE, logs and visibility in 
to the environment and integrate it with cloud-
based Threat Intelligence.
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13 Ways through a Firewall

• Firewall are almost always are deployed with one or a bunch of 
configuration mistakes or compensating measures



Risk Analysis Approaches:.

• Types
• Actuarial 

• Insurance style

• Case based

• Lawyers are in charge of NERC-CIP


