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Terminology 
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The official US National Institute of Standards & Technology (NIST) 
definitions:  

• Critical Infrastructure: Any technology / asset that is 
significant to the operations of a society or nation.   

• Industrial Control Systems (ICSs): Operational technology 
that automates, controls, or monitors an engineering process. 
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ICS-CERT for 2015: Incidents by Sectors  
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Reference: US Department of Homeland Security - National Cybersecurity and Communications Integration Center/ Industrial Control Systems Cyber 
Emergency Response Team 
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ICS-CERT for 2015: Incidents by Attempted Infection Vector 
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Reference: US Department of Homeland Security - National Cybersecurity and Communications Integration Center/ Industrial Control Systems Cyber 
Emergency Response Team 
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Internet-facing ICSs 

Internal Auditing (2016) 

• As of 2014, ICS-CERT was aware of 82,000 cases of ICS 

hardware or software directly accessible from the 

public Internet.  

• Examples include numerous water utilities, a US Crime 

Lab, a Dam, the Sochi Olympic stadium.  
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Internet-Connected ICSs (SCADA) in Europe Alone 
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Source:  https://cyberarms.wordpress.com/2013/03/19/worldwide-map-of-internet-connected-scada-systems/ 
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Internet-Connected ICSs Worldwide 
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Source:  The Department of Homeland.  
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Top Search Engines Used 
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US Department of Homeland Security – Seven (7) Strategies 
to Protect ICSs 
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Of the 295 ICS incidents reported in the US in 2015, 98% could have been 
thwarted or detected using one the following strategies:  
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Where do we go from here? 

Internal Auditing (2016) 
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Defending against Cybersecurity Risks (more than just ICSs) 

Internal Auditing (2016) 

• To better address Cybersecurity risks, the President of the United States 
issued Executive Order 13636, “Improving Critical Infrastructure 
Cybersecurity” on February 12, 2013, which established that “it is the 
Policy of the United States to enhance the security and resilience of the 
Nation’s critical infrastructure and to maintain a cyber environment that 
encourages efficiency, innovation, and economic prosperity while 
promoting safety, security, business confidentiality, privacy, and civil 
liberties.”  

• In enacting this policy, the Executive Order calls for the development of a 
voluntary risk-based Cybersecurity Framework – a set of industry 
standards and best practices to help organizations manage cybersecurity 
risks.  

• The resulting Framework, created through collaboration between 
government and the private sector, uses a common language to address 
and manage cybersecurity risk in a cost-effective way based on business 
needs without placing additional regulatory requirements on businesses.  
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What Comprises Critical Infrastructure 

Internal Auditing (2016) 

Critical infrastructure spans the following sixteen (16) sectors: 
 
  1. Chemicals 

2. Commercial facilities 
3. Communications 
4. Critical manufacturing 
5. Dams 
6. Defense industrial bases 
7. Emergency services  
8. Energy 

 
 

9. Financial services 
10.Food industry 
11.Government facilities 
12.Healthcare & public health 
13.Information technology 
14.Nuclear reactors, materials, & waste 
15.Transportation systems 
16.Water & wastewater systems 
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Components of the Cybersecurity Framework 

Internal Auditing (2016) 

The Framework Core defines standardized cybersecurity activities, desired 
outcomes, and applicable references, and is organized by five continuous 
functions:  

• Identify – Develop the organizational understanding to manage 
cybersecurity risk to systems, assets, data, and capabilities. 

• Protect – Develop and implement the appropriate safeguards to ensure 
delivery of critical infrastructure services. 

• Detect – Develop and implement the appropriate activities to identify the 
occurrence of a cybersecurity event. 

• Respond – Develop and implement the appropriate activities to take 
action regarding a detected cybersecurity event. 

• Recover – Develop and implement the appropriate activities to maintain 
plans for resilience and to restore any capabilities or services that were 
impaired due to a cybersecurity event. 
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Categories of the Cybersecurity Framework 

Internal Auditing (2016) 
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PR – Protect 

Internal Auditing (2016) 



Thank You 
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