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Agenda

1. What is Industry 4.0

2. Disruptive technologies

3. Operational Technology

4. Cyber threats

5. Threat actor

6. Cyber attacks

7. Cyber security
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Industry 4.0
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Factory of the Future
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Disruptive technologies 

Big data

Internet of things

Cloud

Advanced analytics

AI and Machine learning

Smart sensors

3D printing

Robotics

Human machine interface

Virtual reality

Industrial 4.0

Data,  
computation 
power, 

Analytics and 
connectivity

Human-machine 
interaction 

Digital to 
physical 
conversion
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Operational technology

Information 
Technology (IT)

Operational Technology 
(OT)

• IT stores, retrieves, 
transmits and 
manipulates data

• Traditional security 
needs: 
CIA

• An attack on IT could 
lead to data theft

• OT uses that data to 
monitor, control and 
operate physical devices, 
processes and events

• New Security needs 
Availability, Up-time, 
safety

• Attack on OT could affect 
the physical world 
(people, environment and 
assets)

Convergence

Operational technology

(OT) is a category of

hardware and software that

monitors and controls how

physical devices perform.

OT systems and

components were non-

networked, standalone

devices that never touched

the enterprise or IT side of

the business.
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Cyber threats 

Hacktivist or 
Politically 
Motivated 
Hackers

Criminally 
Motivated 
Individuals

Foreign 
Business 

Competitors

Organized 
Crime

Domestic 
Business 

competitors

Your Own 
Employees

Corporate 
Espionage

Foreign 
Governments
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Cyber attack

October 21, 2016

Thousands of endpoint IoT
devices transform in a 
botnet and flooding traffic 
to DNS hosting provider 
Dyn

Major DDoS attacks, disrupting a 
host of websites, including the likes 
of Twitter, Netflix, PayPal, Pinterest 
and the PlayStation Network, 
amongst many others

Q3 and Q4 2016

There was even mobile 
ransomware, and a version 
of Locky which could 
operate offline

Many ransomware made headline in 
2016 including Locky, DMA Locker, 
Surprise, Ranscam
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Video of cyber attack on ICS environment

Link to the video of real cyber attack on ICS environment by exploiting common vulnerabilities. 
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Cyber security 

Top management commitment is key factor to drive industry 4.0 implementation

 Engage management and employees

 Integrate cyber security into core processes

 Develop cyber security policy and standard

operating procedures

 Define cyber security roles and responsibilities

 Collaborate and share cyber security incidents
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Cyber security 

Executive Order 13636 by US Government NIST actioned on Developing the Framework

NIST upgrades the Framework after industry feedback



12

Cyber security 

 Starting Point of cyber journey in Industry 4.0

 Coverage is important – IT, OT, ICS, Third Parties, Ecosystem, Entry/Exit points,

End points etc.

 Think and Stick to Business Risks rather than operational/technical issues

 “Convergence” is the key for any Industry 4.0 implementation

 Not One Time activity
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Cyber security 

02

Control System Security 
Assessment

Control System Architecture Review

Security Gap Analysis

Cyber Vulnerability Assessment

Operational Technology Policy Design

Physical Security Assessment

Security Awareness  Workshop
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Control Process 
Understanding

Transportation

Manufacture Oil & Gas

Electric

Power

Utility

Our Unique Propositions
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The fourth 
industrial 
revolution starts 
with one very 
important point:

Trust

Thanks you 


