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Lower Risk 

Higher Cost 

Higher Maturity 

Less complex business, 
less of a target 

Growing business, more 
customers and complexity 

Larger, more complex 
business, more of a target 

Higher Risk 

Lower Cost 

Lower Maturity 

Business Model 

Perfect Protection 



Our Colleagues Across the Organization Are Empowered; Our Job Is to Make Them Capable. 

Active 
Controls 

Passive 
Controls 

Technical 
Controls 

Behavioral 
Controls 

We need 

 move from 
here 

To here 



 Incident Mgmt. 
 Implementing and Operating 

Communications and 
Relationship Mgmt.  
Monitoring 

Detection and Response 
 IAM 

Govern 
Steering  

Committee 

Executive Support 
Delegation of  

Authority 

Risk Assessment 
Report 

Plan Build 

Run 

Clear Security Vision 



Awareness program 



Dynamic blacklist 

App Server 

Storage 

!

SMTP relay 

Web proxy 

!

!
Mail Server 

Endpoint 
!

af12e45b49cd23... 
48.67.234.25:443 
68.57.149.56:80 

d4.mydns.cc 
b1.mydns.cc 

... 

Infection & payload 

Lateral movement 

C&C callback 



Monitoring Center. 

Monitoring and Detection 

Threat Intelligence 

Detection Engineering Incident Response and Hunting 

10101 
01010 
10101 



Monitor 24/7 

Act 24/7 

Communicate 
24/7 





THANK YOU 
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