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SHORT BIO

SENIOR MANAGER, GLOBAL IT SECURITY ENABLEMENT AT SABIC; 13 YEARS EXPERIENCE IN
VARIOUS INFORMATION TECHNOLOGY FIELDS OF WHICH 9 YEARS IN CYBER SECURITY. OBTAINED
MY BS DEGREE IN COMPUTER ENGINEERING FROM KFUPM, SAUDI ARABIA. HOLD THE
FOLLOWING PROFESSIONAL CERTIFICATIONS: CISSP, SABSA CHARTED ARCHITECT AT
FOUNDATION LEVEL (SCF), CERTIFIED INTERNATIONAL PROJECT MANAGER (CIPM), PROJECT
MANAGEMENT PROFESSIONAL (PMP), LEAN SIX SIGMA (GREEN BELT), CISCO CERTIFIED
SECURITY PROFESSIONAL (CCSP) AND MORE.

TODAY | AM MANAGING THE GLOBAL IT SECURITY PROGRAM AND GOVERNANCE @ SABIC.






CYBER SECURITY MANAGEMENT; HOW ®?
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SYMPTOMS OF BAD CYBERSECURITY MANAGEMENT

* DRIVEN BY FEAR AND DIRECTED BY VENDORS

e “IT'S AN IT ISSUE" MINDSET

e DUPLICATE SECURITY CONTROLS

e SECURITY METRICS ARE BASICS OR MISSING

e MAJORITY OF ACTIONS ARE AD HOC OR REACTIVE

e THE SECURITY APPROACH IS NOT COMPREHENSIVE

e THERE IS NO SINGLE AUTHORITATIVE ASSET INVENTORY

e SECURITY KNOWS THAT THERE ARE UNRESOLVED SECURITY GAPS
e THERE ARE FREQUENT MAJOR SECURITY INCIDENTS



CYBERSECURITY MANAGEMENT AS A BUSINESS RISK




CYBERSECURITY MANAGEMENT FRAMEWORK (MY VIEW)
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SYMPTOMS OF A GOOD CYBERSECURITY MANAGEMENT

e DRIVEN & DIRECTED BY RISK LEVEL WHILE FOLLOWING A WELL STRUCTURED MANAGEMENT
FRAEWORK

e Y“|T'S A BUSINESS RISK' MINDSET

e HAVING A WELL STRUCTURED VIEW AND ARCHITECTURE FOR CONTROLS PLACEMENT
(DEFENSE IN DEPTH, LESS CONTROLS DUPLICATION, ETC)

 MAJORITY OF ACTIONS ARE RISK DRIVEN (STRATEGIC AND TACTICAL) WITH CLEAR
PRIORITIZATION

e [HERE IS AN AUTHORITATIVE ASSETS INVENTORY
* FEW MAJOR SECURITY INCIDENTS WITH FASTER, WELL MANAGED RESPONSE.
e MEANINGFUL SECURITY METRICS THAT LEADS TO IMPROVEMENTS AND DECISION MAKING






TAKEAWAYS

e OUR GOAL IS TO IDENTIFY, MANAGE AND REDUCE CYBERSECURITY RISKS EFFECTIVELY AND
IN A COMPREHENSIVE MANNER

o ADOPT A FRAMEWORK AND START FROM WHEREVER YOU ARE

e MANAGING CYBERSECURITY MIGHT BE SEEN AS OVERWHELMING AND TOUGH; HOWEVER
IT'S POSSIBLE ONCE WE SEE “THE BIG PICTURE"

e MANAGING CYBERSECURITY IS NOT A DESTINATION, IT'S JOURNEY; CHOOSE TO ENJOY IT ;-)
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EXTRA STUFF:

Asset management
Business environment
Governance

Risk assessment

Risk management
strategy

PROTECT

Access control
Awareness and training
Data security

Information protection
and procedures

Maintenance

Protective technolog

I
Weaponization

s
Delivery

Exploitation |

DETECT

Anomalies and
events

Security continuous
monitoring

Detection process

-

.
Instaliation

Popular frameworks:
- COBIT

RESPOND

Response planning
Communications
Analysis

Mitigation

Improvements

Command
& Confrol

I
L

Exfiltration

CIS (SANS Top 20)
RECOVER

ISO 27000 Series

Recover planning
Improvements

Communications

NIST SP 800 Series

NIST CSF

OCTAVE

SABSA

WHAT MAKES A GOOD METRIC?

Easily
Easily
Enables
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