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Incidents landscape
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Number of security incidents

Number of security incidents with confirmed data loss by victim industry and 

organization size, 2015 dataset.
Number of security incidents by victim industry and organization size, 2015 dataset.
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Number of breaches per threat action category over time

Number of breaches per threat action

category over time, (n=9,009)
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What is Information Security?

Information Security NIST Definition:

The protection of information and information systems from unauthorized access, use,

disclosure, disruption, modification, or destruction in order to provide confidentiality,

integrity, and availability.

SOURCE: SP 800-37; SP 800-53; SP 800-53A; SP 800-18; SP 800-60; CNSSI-4009; FIPS

200; FIPS 199; 44 U.S.C., Sec. 3542

Information Security NIST Definition:

Protecting information and information systems from unauthorized access, use, disclosure,

disruption, modification, or destruction in order to provide:

1. Integrity, which means guarding against improper information modification or

destruction, and includes ensuring information nonrepudiation and authenticity;

2. Confidentiality, which means preserving authorized restrictions on access and

disclosure, including means for protecting personal privacy and proprietary information;

and

3. Availability, which means ensuring timely and reliable access to and use of information

SOURCE: SP 800-66; 44 U.S.C., Sec 3541

Information Security is about Trust and Protection
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Business – Information - Technology

Threats:
- Internal attacks

- External attacks

- Human errors

- Data misuse

- System errors

- Viruses

- Hardware failure

- Physical damage

- Natural disasters
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Classical Security Layers

Security is all about protection layered in depth through the provision of barriers to access.

Different layers of protection must be built around important equipment and information. The

following access must be protected:

Premises

Computer Room

Computer Hardware

Operating Systems

Applications

Information & Data

Open Doors, Windows, Weak Walls, Open Roof spaces

No Locks, No Alarms

No Passwords, no Media locks

No Passwords, no Antivirus, no security standards implemented

Unpatched applications and unsecured communication

Data lose due to weak encryption and backups
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Information Security Controls
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Mobile Access

Customers

ATM Access

• Protect the network

• Protect the Site

• Monitor diligently

• Educate your Engineers

• Update your programs regularly

• Backup regularly

• Install antivirus protection

• Educate your system  and Database Admins

• Secure your laptops

• Secure your mobile phones

• Educate your Service Desk Support

• Educate your employees

• NDAs and Confidentiality Agreements

• Unique IDs 

• Establish strong passwords
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Digital tsunami Is Coming …

Cloud
Computing

Mobile & Consumerized IT

Social & CollaborationBig Data Analytics

http://www.youtube.com/watch?v=x0EnhXn5boM
http://www.youtube.com/watch?v=x0EnhXn5boM
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These new technologies propels us into a ‘Digital World’ that demands organizations to adapt 
to new economic models, structures and behaviour

New technologies: ‘omni-present’

New technologies 

enable mass-

customization, flexible 

value chains, open 

exchange of data and 

working any time, any 

place, anywhere

New economy; ‘24/7, faster heartbeat’

New economies emerge, driven by rapid, 

often customer driven changes, shorter 

lifecycles of products & services 

(information- / network economy), 24/7

New organisation; ‘blurred lines’

The traditional, stable  organisation model 

becomes irrelevant, due to technology 

driven break-down of barriers and 

availability of (open) information

New human behaviour; ‘tech-savvy’

A new generation of people is arriving, 

that is used to instant availability of 

(open) information, user defined 

functionality, in the palm of their hands at 

any time

Digital Technologies Digital World
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But in order to survive, organizations and their CIOs need to realize 
that a digital world requires a differentiated approach towards their 
IT

‘Traditional’ IT Digital

Strategy

Translate business 

function demands into 

what IT needs to deliver

Use possibilities from 

digitized technologies to 

continuously innovate the 

business model

Role Reactive supporter Proactive advisor

Support Operational functions Customers

Triggers Internal External

Speed Slow Fast

Process Planning Learning

Projects Large Transformations Small Proofs of Concept

IT Roles Plan / Build / Run
Broker / Integrate / 

Orchestrate

IT Systems Systems of record Systems of engagement

External Vendors Partners

Result Business as usual Business as UNusual
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IT Systems

Digital technologies

Traditional

Digital
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Eventually the business will (re)take ownership of information, 
enabling business processes with easy-to-use technology

Technology will be become more advanced, but easier to use

Past

Business

Information

Technology

D
e

m
a

n
d

A
lig

n
m

e
n

t

S
u

p
p

ly

Present

Business

Information

Technology

D
e

m
a

n
d

A
lig

n
m

e
n

t

S
u

p
p

ly

D
e

m
a

n
d

U
ti
lit

y
/

c
o

m
m

o
d
it
y

S
u

p
p

ly

Near future

Business

Technology

Information

D
e
m

a
n
d

U
ti
lit

y
/c

o
m

m
o

d
it
y

S
u

p
p

ly



14This Document is CONFIDENTIAL and its circulation and use are RESTRICTED.  © 2017 KPMG Al Fozan & Partners, a member firm of KPMG International, a Swiss cooperative. All rights 
reserved. Printed in the Kingdom of Saudi Arabia.

Document Classification: KPMG Confidential

Internet of Things

Smart Life

Smart City

Smart Manufacturing

Smart Mobility
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The unlimited disruptive capabilities

*Source : KPMG study on The Creative  CIO’s agenda 2016

Peak into future:

• Intelligence in 
devices and apps

• Advanced Machine 
Learning

• Virtual and 
augmented reality

• Digital currencies 
and distributed 
ledger

• Voice based 
interaction with 
machines

• Digital labor

• Nanobot implants
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Artificial Intelligence – our best friend or our 
worst enemy?
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Threat Landscape

Verizon 2016 Data Breach Investigations Report 1
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Information Every where…

Is Security Every 

where?
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Is traditional approach effective?

Financial
Loss

Theft of Sensitive 
data

Reputational 
Damage

Disruption of business 
processes

Regulatory Non 
compliance

Employee 
Morale

Cyber attacks being focusedAttack vectors are changing

Source: KPMG Cybercrime Survey Report 2015

72%

28%

Targeted attacks
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Limitations with traditional approach

Proliferation of 
End points 

(BYOD)

Boundary Less 
World

Apps (web/ 
mobile) being 

exposed

Extended 
ecosystem of 

III parties

Persistent 
Attacks

Masquerading 
user identity

Increased No 
of Devices 

connected to 
Internet

Unable to deal 
with data 

encryption 
(Ransomware)

Lack of 
capability to 

provide 
predictive 

alerts 



21This Document is CONFIDENTIAL and its circulation and use are RESTRICTED.  © 2017 KPMG Al Fozan & Partners, a member firm of KPMG International, a Swiss cooperative. All rights 
reserved. Printed in the Kingdom of Saudi Arabia.

Document Classification: KPMG Confidential

Extra Measures

Identity Management

Third Party Risk Management

More Awareness

Proactive Identification of Changing 

Threat Environment
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Sample Attacks - Shamoon 2.0
There are 3 components which are linked with one another which makeup Shamoon 2.0 single malware. We have analyzed 

each component according to the stages which the Shamoon 2.0 uses for infection on a victim's machine i.e. Dropper 

Component⇒ Communication Component⇒Wiper Component.

When Shamoon 1.0 made its first wave of attack in August 2012, it had not just infected 30,000-35,000 computers but it also 

had crippled the entire organizations altogether which were infected with it. Its effects were seen post attack as  many 

computers were still working irregularly and the time that required to restore the organization's full functionality led to huge loss 

in not just terms of money but also in terms of company’s reputation too.

The second wave Shamoon which is dubbed as Shamoon 2.0 used the similar approach which it had used previously but this 

time it is predicted that the amount of infection of computers will be more, since last time the attackers were able to retrieve the 

credentials of users for various organization, The second wave will be using the stolen credentials from the previous attack 

and the reason this attack is bound to be success is because of lack of awareness among the employees on securing 

passwords. One survey about the Middle East reports some of the facts mentioned below:

● More than 70 percent of the users  said that they were storing administrative passwords in plaintext. 

● Over 45 percent of the users use the same password for over multiple systems.

● More than 40 percent users share their passwords.

● Only 13 percent users change their passwords once a month.

These facts make the Middle East region more easy as a target for Shamoon 2.0

Src: http://www.vinransomware.com/blog/detailed-threat-analysis-of-shamoon-2-0-malware
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OT security
Defend & Respond

Protecting Industrial Control Systems (ICS) from outside attacks can be especially troublesome when network environments allow 

internet access. However, it’s unrealistic to operate today without the benefit of access to the Internet and to other internal 

systems. Therefore, the right configurations must be applied to protect this especially vulnerable area for OT systems. IT systems 

are typically fortified at the edge of the Internet with firewalls, proxy servers and intrusion detection services. However, within the 

corporate environment, sub-networks exist with much looser security barriers, due to the system and data sharing requirements 

between departments.

The OT environment requires a much stronger vigor to protect against attacks that might come from the Internet:

• Implement security monitoring and defensive layers to comply with standards and strengthen the security posture.

• Lower the risk of security exploits by using technical solutions, such as purpose-built industrial control security 

equipment.

• Set up automation and patch management tools to simplify and expedite security administration.

• Training is mandatory for operations safety, so implement the same for security.

• Train teams on what to look for and how to respond to cyber activities.
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— Industrial Internet of Things

KPMG Cyber Security Framework 

Cyber Defense

— Technical Assessments

— Security Testing

— Application Security

— Security Operations 
Advisory

— Security Analytics

— Intelligence-Led Threat 
Assessment

— Next-Generation SOC

Cyber Transformation

— Identity and Access 
Management

— Security Governance, Risk 
and Compliance (GRC)

— Logging Monitoring and 
Analytics

— Asset Protection

— Security Program Delivery

Strategy and Governance

— Cyber Security Strategy

— Target Operating Model 
Development

— Third Party Security Risk 
Management

— Cyber Maturity 
Assessment

— Compliance/Framework

Cyber Response

— Readiness

— Incident Response

— Post-breach

!

The Four Pillars

And Measures to Combat Cyber Threats are Evolving…
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